MICAD LIMITED
Advanced Industrial Security Supervisor Training

Lesson 4.5: Activity: Developing a Security Equipment
Management Plan

This activity requires you to develop a comprehensive plan for
managing security equipment and tools for a hypothetical industrial
facility. Choose ONE of the following facility types, or propose your
own, clearly defining its size, operations, and specific security

concerns:

e Manufacturing Plant: Focus on physical security and
protection of assets.

e Data Center: Prioritize cybersecurity and protection of IT
infrastructure.

e Power Substation: Emphasize critical infrastructure protection
and resilience.

e Chemical Plant: Address safety and environmental regulations
alongside security.

e Hospital: Consider patient safety, data privacy, and the

protection of sensitive medical equipment.

Your plan should include the following sections:



l. Risk Assessment:

|dentify at least five key threats and vulnerabilities relevant to
your chosen facility type. Be specific (e.g., instead of "theft,"
specify "theft of high-value electronic components").

Analyze the likelihood and potential impact of each threat.

Prioritize threats based on their likelihood and impact.

Il. Equipment Selection:

Based on your risk assessment, create a detailed list of essential
security equipment and tools. Include at least eight items.

For each item, specify the type of equipment (e.g., manufacturer
and model number if possible), quantity needed, and its intended
use. Justify each selection based on its relevance to the
identified threats and vulnerabilities.

Consider the following categories of equipment:

Communication Equipment (e.g., two-way radios)

Detection Equipment (e.g., metal detectors, CCTV cameras)
Personal Protective Equipment (PPE)

Access Control Devices (e.g., keycards, biometric readers)

Specialized Equipment (e.g., lockout/tagout devices, drones)

lll. Procurement Process:

Outline the steps involved in acquiring the selected equipment,

including:



e Budget allocation (provide an estimated budget for the total cost
of equipment).

e Vendor selection criteria (consider factors such as reputation,
cost, technical support, and warranty).

e Purchasing procedures (describe how the equipment will be

purchased and received).

IV. Training Program:

e Develop a comprehensive training program for security
personnel, covering:

e Equipment operation (hands-on training should be included).

e Maintenance procedures (preventive maintenance should be
addressed).

e Safety procedures.

e |egal and ethical considerations (e.g., data privacy related to
body-worn cameras).

e Specify training methods (e.g., classroom instruction, online

modules, hands-on training), duration, and assessment methods.

V. Maintenance and Inspection Plan:
e Create a detailed maintenance and inspection schedule,
specifying:
e Inspection frequency for each piece of equipment.

e Procedures for routine maintenance and repairs.



e Methods for documenting inspections and maintenance
activities.

e A plan for replacing outdated or damaged equipment.

VI. Integration with Other Security Measures:
e Describe how the selected equipment will integrate with other
security measures already in place or planned for the facility

(e.g., CCTV, access control, alarm systems).

VIl. Legal and Regulatory Compliance:
e Address relevant legal and regulatory requirements for your
selected equipment and facility type (e.g., OSHA regulations for

PPE, data privacy regulations).

VIIl. Budget:
e Provide a detailed breakdown of the estimated costs associated
with the procurement, training, and maintenance of your security
equipment. Include personnel costs for training and

maintenance.

Submission:
Submit your completed Security Equipment Management Plan

through the LMS. Your plan should be well-organized, detailed, and



demonstrate a thorough understanding of the lesson material. Include

diagrams or tables to enhance clarity.

This activity is designed to test your understanding of the various
aspects covered in Lesson 4.5. It requires you to apply your
knowledge in a practical context and demonstrate your ability to

develop a well-structured and comprehensive plan.



