MICAD LIMITED
Advanced Industrial Security Supervisor Training

Lesson 2.5: Example - Detailed Resource Budget

Budget and Resource Allocation:
SunPeak Solar Power Substation - Security Budget (Annual)

This budget outlines the estimated annual costs associated with
implementing and maintaining the security plan for the SunPeak solar
power substation. Costs are categorized for clarity. Note that these

are estimates, and actual costs may vary.
l. Personnel:

Security Supervisor Salary: $80,000

Security Guards (24/7 coverage, 2 guards per shift): $300,000
(including benefits and overtime)

IT Security Specialist: $100,000 (including benefits)

Total Personnel Costs: $480,000



Il. Equipment:

CCTV Cameras (Installation & Equipment): $50,000 (Includes
installation, cabling, and high-resolution cameras with analytics
capabilities.)

Perimeter Fencing and Gates: $25,000 (Includes materials and
installation.)

Access Control System (Biometric Readers & Keycard Readers):
$30,000 (Includes equipment, installation, and software.)
Intrusion Detection System: $15,000 (Includes sensors, control
panel, and installation.)

Lighting (security lighting): $10,000

Total Equipment Costs: $130,000

lll. Software and Subscriptions:

Video Management Software (VMS): $5,000 (Annual subscription for
video analytics and recording.)

Security Information and Event Management (SIEM) Software:
$10,000 (Annual subscription for threat detection and log
management.)

Vulnerability Scanning Software: $2,000 (Annual subscription.)



Access Control Management Software: $3,000 (Annual
subscription.)
Total Software Costs: $20,000

IV. Maintenance:

CCTV System Maintenance: $5,000 (Annual maintenance
contracts.)

Access Control System Maintenance: $3,000 (Annual maintenance
contracts.)

Intrusion Detection System Maintenance: $2,000 (Annual
maintenance contracts.)

Perimeter Security Maintenance: $2,000 (Annual maintenance and
repairs.)

Total Maintenance Costs: $12,000

V. Training:

Security Awareness Training (All Personnel): $5,000
Cybersecurity Training (IT Staff): $3,000

Incident Response Training (Security Team): $2,000
Total Training Costs: $10,000



VI. Contingency/Emergency Funds:

Emergency Response Supplies: $5,000 (Includes first aid,
communication equipment, etc.)

System Restoration Costs: $10,000 (Contingency for potential
system failures or cyberattacks.)

Total Contingency Costs: $15,000

VIl. Miscellaneous:

Consultancy Fees (Security Audits): $5,000 (Annual security audits

to ensure compliance and identify vulnerabilities.)

Total Miscellaneous Costs: $5,000

Total Annual Security Budget: $672,000

Notes:

* This budget is an estimate and may need adjustments based on

specific needs and vendor pricing.



* This budget does not include costs associated with significant
upgrades or replacements of equipment.
* Contingency funds should be adjusted based on a thorough risk

assessment.

This detailed budget provides a clearer picture of the financial
resources required for a comprehensive industrial security program. |t
emphasizes the significant investment needed for a robust and
effective security posture, highlighting the importance of justifying
these expenditures based on the potential costs of security incidents.
This budget is obviously a living document and requires updates

annually and adjusted based on actual expenses and evolving needs.



