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Lesson 1.4 Activity: Analyzing a Recent Industrial Security
Incident

For this activity, research a recent (within the last 2-3 years) industrial
security incident in a specific sector (e.g., energy, manufacturing,

healthcare, transportation). Your analysis should include:

1. Incident Details: Provide a concise summary of the incident,
including the affected organization, the type of incident (e.g.,
cyberattack, physical breach, insider threat), and the impact of the
incident (e.g., financial losses, operational disruptions, reputational

damage). Cite your source(s).

2. Root Cause Analysis: Identify the root causes of the incident.
Were there vulnerabilities in systems, processes, or human factors
that contributed to the incident? Consider technical, procedural, and
human factors. Support your analysis with evidence from your

research.



3. Mitigation Strategies: Propose specific, actionable strategies to
prevent similar incidents in the future. These strategies should
address the root causes identified in your analysis and include both
technical and non-technical solutions. Consider preventative

measures, detection mechanisms, and incident response planning.

Submission:

Post your analysis in the Discussion panel, including your sources.
Engage with your classmates by commenting on their analyses and

contributing to the discussion.

Further Reading Activity:

To support your research and analysis, find and post links to relevant
articles and resources in the Discussion panel (top right). Prioritize
reputable sources such as professional security organizations (e.g.,
(ISC)?), academic journals, and government publications. Your posts
should include a brief description of why you find each resource

relevant.

To help you get started, consider searching for articles related to your

chosen incident and industry sector, and look for materials covering:



* Relevant Security Standards and Best Practices: (e.g., NIST
Cybersecurity Framework, ISO 27001, relevant industry-specific
standards)

* Incident Response Planning and Procedures: (e.g., NIST
Special Publication 800-61)

* Vulnerability Management: (e.g., OWASP resources)

* Supply Chain Security: (depending on the incident)

This two-part activity encourages both individual research and
collaborative learning. The Discussion panel will serve as a platform
to share findings, compare approaches, and learn from each other's
insights. Make sure to provide sufficient time for students to complete
this activity, and consider providing guidance on evaluating the

credibility of sources.

Remember to emphasize the importance of properly citing all sources

used in their analysis to avoid plagiarism.



