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Lesson 1.3 Activity: Hypothetical Security Scenario: The
Whistleblower's Dilemma

Sarah is a mid-level security supervisor at a large manufacturing plant.
During a routine security audit, she discovers that the plant's emergency
response system has critical vulnerabilities, significantly increasing the risk
of severe injury or death during a fire or other disaster. The vulnerabilities
were known to senior management for several months, but they chose not
to address them due to the high cost of remediation. Management
instructed Sarah to keep the audit findings confidential, emphasizing the
potential negative impact on investor confidence if the vulnerabilities were

disclosed.

Sarah believes that reporting the vulnerabilities is the ethically responsible
course of action, as it could save lives, but she also fears retaliation from
her superiors and potential job loss. She also signed a non-disclosure

agreement as part of her employment contract.

Ethical Dilemma:



Sarah faces a classic ethical dilemma: violating her employer's instructions
and potentially breaking her contract to protect the safety of employees, or

maintaining silence and risking significant harm.

Applying Ethical Principles:

To navigate this situation, Sarah should consider several ethical principles:

Duty of Care: Sarah has a duty of care to the employees at the plant. The
known vulnerabilities represent a significant threat to their safety, making it
a moral imperative to act. This outweighs contractual obligations when it

comes to preventing serious harm or death.

Whistleblowing Principles: Sarah should research whistleblowing laws
and policies in her jurisdiction. This helps to ensure her actions are within
legal bounds and that she has potential legal protection. In many places,
there are legal protections for whistleblowers who report dangerous

workplace conditions.

Proportionality: While the cost of remediation is significant, the potential
loss of life if an incident occurs is far greater. This principle would support

reporting the vulnerabilities.

Transparency and Honesty: Sarah should consider all her options,
including attempting to speak up within the established channels internally

before resorting to external reporting. However, if internal channels prove



ineffective or lead to silence being enforced, outside reporting might be

necessary.

Non-Maleficence: The primary principle here is to "do no harm." Ignoring
the vulnerabilities would cause harm, while reporting them might risk her

job but could prevent much greater harm.

Beneficence: This principle promotes doing good. By revealing the
vulnerabilities, Sarah could potentially save lives and prevent significant

harm to others.

Making a Responsible Decision:

Based on these principles, Sarah should:

1. Document Everything: Thoroughly document all findings from the
security audit, including communications with management regarding the
vulnerabilities.

2. Attempt Internal Reporting: Make a final attempt to report the issues
internally to higher management, perhaps going above her immediate
superiors.

3. Consider External Reporting: If internal channels fail to produce
action, she should carefully explore external reporting options (e.g.,

regulatory agencies, OSHA, etc.), understanding any legal ramifications.



4. Seek Legal Counsel: Before taking any action, Sarah should consult
with an attorney specializing in employment law and whistleblowing to

understand her rights and potential legal protections.

Sarah's decision involves significant personal risk, but her duty of care to
her colleagues outweighs the potential risks to her career, especially when

the potential consequences of inaction are life-threatening.

Further Reading:

Find actual links to relevant articles and resources and post them inside
your discussions panel (top right). A good starting point would be to search

for articles on "ethics in security," "whistleblowing," and "duty of care" from
reputable sources such as professional security organizations (e.g., (ISC)?),

academic journals, and legal publications.

Provide:
e Link to article on ethics in security
e Link to article on whistleblowing laws
e Link to article on duty of care in the workplace

e Link to relevant government resources on workplace safety

This scenario underscores the complexities faced by security professionals
and highlights the importance of a strong ethical compass in
decision-making. The responsible approach prioritizes the well-being and

safety of others while navigating legal and professional considerations.



